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Outline

* ADAS and ADS — The infinite scenario space challenge
* Coverage Driven Verification

* Evolving standards

* Closer look at ASAM OpenSCENARIO 2.0.0, SOTIF
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Current ADAS/ADS Deployment Does Not Meet Safety Requirements

Product Recalls Product recalls increase due to Auto Pilot Failure
Volvo recalls 736,000 Vehicles due software and integration issues Tesla on autopilot crashes into
to Automated Emergency Brakmg RECALL CAMPAIGNS BY ELECTRONIC COMPONENTS & YEAR OVGI’tumCd truck
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NHTSA probes Tesla Autopilot crash
that killed three people

AAA ADAS Study

AAA found problems occurring every 8 miles
Recommends limiting use of partially automated driving
systems
“At night,none ofthe cars tested were able to detect an
foretell adult pedestrian”
Aug 2020

[2] Image Credits: NTSB
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NHTSA probes Tesla Autopilot crash
that killed three people
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Defining The Challenge

Most Complicated System

150M Lines >100’s Chips Several Machine

of Code Learning Systems

d: foretellix

Most Complex Environment

Cyclists

Human
Drivers

Millions of Scenarios

(::) The Infinity
challenge
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Evolution of complex HW/SW Automated Driving Systems

June 4th, 1996
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The challenge: Mechanical hazards vs. Software hazards

e Continuous, analog-like

phenomena

e Statistical methods can help
predict failure triggers

FTA (1962) ,FMEA (1949) , HACCP (1960s’) and other methods that
evolved to analyze mechanical hazards are less effective.

d: Foretellix

100 10

e Systematic and Singular

: OR

e Random by nature
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Outline

* ADAS and ADS — The infinite scenario space challenge
* Coverage Driven Verification
* Tying CDV to evolving standards

* Closer look at ASAM OpenSCENARIO 2.0.0, SOTIF
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KPI/Metrics VS Coverage

» How did the AV perform within a given * What was actually tested, out of the
ODD? On a specific test ? possible space of testing values [per ODD]

 KPI/Metrics specify the specific * Coverage can be measured both on test
measurements to be analyzed, given input/settings ,as well on output/results of
specific test conditions /ODD. Usually — the tests. It can be measure on one ,two, or
“simulation output” multiple dimensions

e Can answer: « Can answer:

- In ODD X, How did the ego perform for all * For “cut in” scenario, on a road with 2 lanes and
performed tests variations in the context of only green cars, what % of the possible AV
“cutin”? (aggregate of all specific speeds between 5S0KPH and 100KPH did I'test ?
measurement ) « What %ofthe TTC space between 0 and 3S was

« What was TTC, when the AV was driving at demonstrated during all tests ?

55kph, and the other player deceleration was
-3 m/s”™2 ? Is it above my threshold ?

d: Foretellix
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Coverage Driven Verification (CDV)
Finding More Hazards and Edge Cases

No CDV:

*  You hit all test points one by one
* Time-consuming Manual process
* Lack of visibility of what was indeed tested

*  Within a limited project cycle, we can’t address each
individual test point

* Resulting in undiscovered bugs

A

A

d: Foretellix

Before

th CDV:

You use automated constraint-driven randomization to scan the
to-be-tested area

Using automated functional coverage to observe what test
points have been addressed

Enables exploring and covering the test space at massive scale
with minimal human intervention and optimized compute
Resulting in finding more bugs and edge cases
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CDV — Required Technology Building Blocks
Automatic [

Scenatio Planning & Scenario Gesneratl(?n of Coverage
Libraries Description Using OSC \c;er%anos Aggregation
2.0 AR Analytics & Metrics
I 9Y RS 5OY 2 |'

SIMULATION

foretell
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Foretify™ - Foretellix Coverage Driven Verification Flow

s .

Requirements
Analvze oy e 0 B
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&KPI V&V Plan 4 Risk Dimensions

Metrics ~ :.

\Weather Roads Cyclists Drivers
OpenSCENARIO2 V-Suite
Create or = A\
- Triage Reuse « e =LA

failures Abstract ‘i ! -':'SQ

Abstract Coverage, KPls,
Scenarios and Checkers

" In-house
simulators
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Outline

* ADAS and ADS — The infinite scenario space challenge
* Coverage Driven Verification
* Tying CDV to evolving standards

* Closer look at ASAM OpenSCENARIO 2.0.0, SOTIF
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CDV — Required Technology Building Blocks
Automatic [

Scenatio Planning & Scenario Gesneratl(?n of Coverage
Libraries Description Using OSC \c;er%anos Aggregation
2.0 AR Analytics & Metrics
I 9Y RS 5OY 2 |'

SIMULATION
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CDV — Required Solution and Methodology Layer :

Standard Test Templates
Standard ODDs,
Common Test procedures
Virtual Testing Models

etrics and rating analysis,
Standards and regulations:
Safety Ratings, Thresholds,
Risks

Scenario Libraries

& Catalogs

Correlation
Automatic E
Scenario Planning & Scenario nger:t:?n i Coverage
s Description Using OSC ‘?e 1arios Aggregation
2.0 arlants Analytics & Metrics
. - _ o - —
i > 2 ...))
SIMULATION HW-IN- TEST PROVING
THE-LOOP DRIVING GROUND
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Measurable Safety/ CDV — Standards/Regulatlons Eco System

" UNECE/GRVA — New Assessment and Test Methods:

Scenario Catalogue
Testing Methods

Virtual Testing Assessment

OpenSCENARI) 2.0

~ ASAM Open ODD
ISO 34503

. ISO 34502

. 1S021448
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Standard Test Templates
Standard ODDs,
Common Test procedures
Virtual Testing Models
Correlation

Scenario Libraries

Planning & Scenario
Description Using 0SC

"'-.’) 2.0

.
o
.
.

Automatic NN

Generation of
Scenarios
Variants

Regulatory Thresholds
UNECE - FRAV - Functional Requirements,
ISO, SAE

Safety Metrics , Behavioral Competencies

v

etrics and rating analysis,
Standards and regulations:
Safety Ratings, Thresholds,
Risks

covrna .. sapavsc
Aggregation — Safety metrics,
Analytics & Metrics

Foretellix’ coverage analysis
NCAP virtual testing
ISO21448 ,ISO 5083

600

:  SIMULATION HW-IN-
THE-LOOP

I}HI"H'ING

CEE T R SR CRCICER <¢- INTELLIGENT OPTIMIZATION ¢

®

PROVING
GROUND

Simulation Correlation Methods: UNECE ( EU Draft ) , PEARS, ISO,

UTAC-CERAM, AVL
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Outline

* ADAS and ADS — The infinite scenario space challenge
* Coverage Driven Verification
* Tying CDV to evolving standards

* Closer look at ASAM OpenSCENARIO 2.0.0, SOTIF

d: Foretellix

© 2022 Forete 1lix

31



g

ADA%EéjZmQﬁ LI 2 %) FIADS (FJI=UEE R4 — LIR=
2= [H]

o 78 75 KB ISk

« }% CDV (FB 35 R INBNEGUE ) H5AW R B b vEE: R ok

e JE—20 T ASAM (H ik Lill= RGibriE 2D % 522.0.0,
SOTIF ( #ilAT)EE %4

& Foretellix © 2022 Foretellix

32



ASAM OpenSCENARIO 2.0.0 -breakthrough language !

Scenario: sut.cut_in_and_slow:
v1: vehicle # the target car
side: av_left_right
r: route with: # an abstract road with minimum of two lanes
keep(it.min_lanes >=2)

do parallel(equal, duration: in [1s..5s]):
sut.vehicle. () with:
along(r)
vl. () with:
along(r)
position(distance, [5m..100m], behind:sut.vehicle, at: start)
position(distance, [5m..15m], ahead_of:sut.vehicle, at: end)

Simplify Measure Mix/Compose

Human Readable Scenario Performance KPI’s and Multiple Scenarios &

Definition and Promote Reuse Scenario Coverage Risk Dimensions

o ssociation for Standardization of
: forete"lx (#) ASAM Qutomaiion andS;e:su:ngtSystems OpenSCENARIO V2-0 33



ASAM (Baltb KNE RS EDS) SR 2.0.0 - RIFHEES !

Scenario: sut.cut_in_and_slow:
v1: vehicle # the target car
side: av_left_right
r: route with: # an abstract road with minimum of two lanes
keep(it.min_lanes >=2)

do parallel(equal, duration: in [1s..5s]):
sut.vehicle. () with:
along(r)
vl. () with:
along(r)
position(distance, [5m..100m], behind:sut.vehicle, at: start)
position(distance, [5m..15m], ahead_of:sut.vehicle, at: end)

faj 4L Ui e Bk
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o ssociation for Standardization of
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ASAM OpenSCENARIO 2.0 — In Plam language

This is a declarative domain specific

programming language combined with a

domain model, specifying entities with their

properties

The language supports abstract, logical and

concrete levels of scenario abstraction

OpenSCENARIO 1

d: foretellix

Concrete

v
v

Logical

v
v

Abstract

v

Functional

* non-formal, human readable
* behavior-based description of a traffic scenario
* possibly containing a visualization

* formalized, machine readable, and declarative description
(i.e. constraints on the happenings)

* closely tied to an ontology (or rather family of ontologies)
» efficient description of relations (e.g. cause-effect).

* influencing factors are described by means of parameter
ranges and distributions

* enables parameter variation

* asingle scenario, describing exactly one specific
scenery and chain of events with fixed parameters

* can, for example, be written as OpenDRIVE + OpenSCENA

* parameterized representation of a set of scenarios, where |

"Criticality Analysis for the Verification and Validation of Automated Vehicles," in IEEE
Access, vol. 9, pp. 18016-18041,2021, doi: 10.1109/ACCESS.2021.3053159.

© 2022 Foretellix
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OpenSCENARIO - 1 vs 2...

OpenSCENARIO 2.0.0 OpenSCENARIO 1.1.0
(3 different levels of abstraction) (concrete)

# Concrete — specific test

. . <Actions>
ego.drlve() with: <Private entityRef="Ego">
SpGGd(lOkph) <PrivateAction>
<LongitudinalAction>
<SpeedAction>
<SpeedActionDynamics dynamicsShape="step"
#Logzca] (R—]57Sp6'6‘d1'3ﬂg6') dynamicsDimension="tir.ne" value="0" />
. . <SpeedActionTarget>
ego.drlve() with: <AbsoluteTargetSpeed value="50.0 / 3.6" />
Speed(a)kph..60kph]) </SpeedActionTarget>
</SpeedAction>
</LongitudinalAction>
# Abstract </PrivateAction>
: 7R T </Private>
ego.drive() with: D nctiones

keep(it.speed <=speed limit)
“The ADS shall not cross the legal speed limit

& Foretellix © 2022 Foretellix 37
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# Bt - fEERLe

. . <Actions>
ego.drlve() with: <Private entityRef="Ego">
speed(l Okph) <PrivateAction>
<LongitudinalAction>
<SpeedAction>
<SpeedActionDynamics dynamicsShape="step"
#Jgﬁfg (R—]57ﬁ‘E}E,@) dynamicsDimension="tir.ne" value="0" />
. . <SpeedActionTarget>
ego.drlve() with: <AbsoluteTargetSpeed value="50.0 / 3.6" />
Speed(a)kph..60kph]) </SpeedActionTarget>
</SpeedAction>

</LongitudinalAction>

#ﬁ%ﬂf </PrivateAction>

ego.drive() with: z;iz\l/(a;i
keep(it.speed <=speed limit)

“H 5) Z R EFAIGEL % E B IR

& Foretellix © 2022 Foretellix 38



Safety Of The Intended Functionality (SOTIF — ISO 214438)

* SOTIF (ISO 21448) 1s dealing with Safety of
Autonomous Systems,and provides
guidance on design, verification, and
validation measures

“Absence of unreasonable risk due to * SOTIF breaks down the possible scenario
hazards resulting from functional space to 4 categories
nsufficiencies of the intended  “The ultimate goalis to evaluate the safety in

functionality or from reasonably area 2 and area 3 and to provide an

foreseeable misuse bv persons”’ argument that these areas are sufficiently
yP small and the resulting residual risk is

acceptable”

E Known, hazardous scenarios (Area 2) —
Known, nonhazardous scenarios (Area 1) —

Unknown, hazardous scenarios (Area 3) §§§§\§ e
Unknown, nonhazardous scenarios (Area 4) \ §

& Foretellix © 2022 Foretellix 39
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The Full SOTIF Flow

* Foretify™ is an automation and f\
analysis tool, mplementing the Hazardous Non Hazardous
Coverage Driven Verification

methodology Known

* Foretify™ provides a systematic

approach to reduce both area 2 and
area 3

* Foretifty™ supports the SOTIF
process, intended for reaching
acceptable levels of risk

Unknown

E Known, hazardous scenarios (Area 2)
% Known, non hazardous scenarios (Area 1)
Unknown, hazardous scenarios (Area 3)

Unknown, non hazardous scenarios (Area 4)

d: Foretellix
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CDV - SOTIF

SOTIF Standard mentions Coverage Driven
Verification methodology as a way
to expose the unknown unknowns ( Annex C)

@ L
ISO/DIS 21448
1SO/TC 22/5C 32 Secretariat: JISC
Voting begins on: Voting terminates on:
2021-01-20 2021-04-14

Road vehicles — Safety of the intended functionality

Véhicules routiers — Sécurité de la fonction attendue

ICS: 43.040.10

d: foretellix

C.3Validation of SOTIF Applicable Systems

Figure C.5 denotes a possible model for how V&V iterations combined with coverage goals and
constrained random testing, can be used to discover unknown hazardous scenarios or functional
insufficiencies (i.e. reduce area 3) in support of the SOTIF development (Figure 9). In the Initial State
(leftmost circle), which is prior to the initiation of V&V, some potential functional insufficiencies, green
circles representing area 2, have been identified during the safety analyses. Other functional
insufficiencies might exist but not identified at this stage (red circles, the unknown hazardous scenarios
(area 3). The dashed square represents the ODD derived coverage space or a V&V target.

Initial State V&V Iteration Next V&V Iteration

oy Y

\
L

Constrained Random Test Scenarios

S

Known Hazardous Scenarios/Functional Insufficiencies (\

. Unknown Hazardous Scenarios/Functional Insufficiencies
Full space of system functionality
i'_JI ODD derived targeted Coverage Goal/Validation Space
© 2022 Foretellix 43
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