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1 RERX R
1.1 RIWIFRX

THIARE S XGER T AR,

1.1.1 FRAIMMERR vehicle operating system

EATEANAGEFE6, UZHEEFEHTRE, RENHNEHER
HHEFe, REAFPEFSAGRERED ., A LENAREERRSF
ek, BeFERERAGMERREERS,

2 FPRIMMERR on-vehicle operating system

BEATERE L, EEMERERNRAFFHNM;F. EHFREN
ke, AERMRRAFRHERER BN REEZIAUINRS, BF
EREREAR. WE. F0. 2HERE, B8, #HEE. Al FHRE.

1.1.3 -*i**ﬁ single system architecture

ENEZRERGOERY, BFRBERATAR. TEHEE. 4
e ERR S BATHIE, BEFETERMEREER L L 2ERL K,
NKERGM EENRAEFRESL —ED,

1.1.4 ,’***ﬁ multisystem architecture

ER—ERHZ LETENFHBERRERATNEM, 2 N EHRE
B, ENNEERSR, EH =KL RAGEMEN, UARERR=ZKEHEN
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1.1.5 **&*} resource abstraction layer

EATHERBERAGRNEL, W EREE RGN L8R5 3= 3
SoC S HFEBEAENTREME. BFETHEFEBE. S ToT RENFK
FH F A0S E IC B H IR R

1.2 TR

T 5 48 o 8 & T A
ADAS: BRZ W4 B A% (Advanced Driving Assistance System)
Al: AIT#&E& (Artificial Intelligence)
APT: M AR F4%EHED (Application Programming Interface)
ASIL: AREZA%E K% %H (Automotive Safety Integration Level)
OBD: F## Wy (On-Board Diagnostics)
OBU: % # # 70 (On-Board Unit)
OTA: =% T# (Over the Air)
RTOS: SZEF#1E A% (Real Time Operating System)

V2X: ZE 54 F BB (Vehicle—to—Everything)

2 PR ERRIALR
2.1 IR RHA

B ey, MA T ZEH AW EE R %8 #F QNX. Linux/AGL. RT-Linux.
A1i0S. A1iOS RT. Android Fauig? 0S &, L EHEE RGN L5 £ 4
* 1 Fror.
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(2) BRZ A5 NA
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FSONS3, & 41 HRenesas RCar H3N# A X #FLinux#Android # &
BERRE— S FELNBEETT,
(3) =% %y ThA
AT RO REFRSCHIMERE, BRAFLEXNZAZRZNAWT =
FR, EERRALELHIINEVNERAE TR,

2.3 FRPERERRLLBAAR

HRl T MM EREERLE R L2 HAZETARM TrustZone I TEE
FA . ARM TrustZones& £ TH L 2T al, #3838 M E M HATH
K, EREERRIINT AATERRERE H—— 2580 & # 8,
EMEZ A EENAELF—NFENEAT, FR AT 228
fEEr, AR TEARIR, SRR FETHNLARETFREERART HEZ
EBFRZET RG], R kT2 FETHEFTULEE L
8 A P R . P 2 () B R A R B A T AR IR S B e A AR A SR
RET AL 2NH, TEBRHTETRERS, BRETEFHTHR
(Rich Execution Environment, REE); %43 N4E F 24/ A&
(TEE-kernel) R ¥ F#ATH & (Trusted Execution Environment,
TEED, M55 %48 7] LA TEE o 4% & i A 7 2] o B 8 38 33 o 28 1 R o A
FNZBHROOT, K& 00k 3 B E K TEE, 1R X 5% 5 4809F .
TEEX#H R &L 2B . ZReHARRY. BREAGRF. R2TEF,
Kyl gt R, TEERHF EHSNMBE 45, T aitEd g £
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REMNFAELRE. WRBF. GREF. RENAETEESEH
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(4) TR o5 &2 A
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o
o MMMEEE: AR EATEDES. B REIE B AR EAES, BT
BB H R IDEA, o H B A E £ SM4.,
o EXMMAMEHEE: RSA. WE & BB ERECC, HFELHE
DSA. % [ g £& /- 4F 55 A5 5 i SM2.,
o ZEE k. MD5 (%4 ). SHAL (1604, F%4). SM3.
SHA256, R THRIEHETEML. HFE4. MACKIT.

Mg EEHENTIN, EELZLBRBFRARTFHART L. E
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THAE, Bk Ep . FA, 4AABS. 3DESLLK [ 55 HySM2Fn SMAH #& By
M, AR FEA N BANATERETBNRY . BELLRHF/
WHREER., Mg EsE. BEFHSHAERRENE. A, £450
XHAFMH. EPEEFT

24 JATHREIRRNBPNBAIAR
JE WAL A B FE Type—1 2 Type—2 B K AL,
(1) Type-1

Type-1 A B WA B 1 3 4 45 R 58/ AL (Bl am A LR L F 52 48 1
WENRG), ATFARZGBRAEF NRIERZEAZE P NEAT, ZEXF
B BYRE B9 U SR, U4 X86 4244 AMD-V/Intel VT, ARMv8 A1 Power
B EWA profile . ERFETEF BREAZIFERATEMLR
MAUEE P BERREFEAT, FECNIFAMEE TEENMITET
AT, BMENMEAERAEE, ARG FEME, EXMENLT K
HTFERREFBEAZL L WERF N4, dME L EMNNE RS
RENR RIS, AT RGFEIELBIPATH

(2) Type—2

BT Type-l EAMEFMEHNERERE, FHETRETE. Hli
H T Type—2 BB AMAI T . £ Type—2 F, EWINAL (K7 0S)
HWANERELZTFARG R, TFERESCRANEWUNE APT B9BEA. &
Type-1 B &R £, EFPRERAZHTT R, EwT — AL 187 AP,
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ZAAPT TURBEFBEERGRA BN A XTRENL, BITFE
Hypervisor # % — & By % R ¥ 4T B F & 18, [t Hypervisor By T1F fi1E
REEENN, HRERGERELTRANRE. Type—2 AT LUK D #
WABAT 45 A 45 418 R B MERETT 8, 7 A3 A A 28 ¥ DULAR G T/0 97 [2] An 8
&, AT AR AR 38 B AR

BaT, WA T I E AL BB A 7 Z R LUT TR
a) Xen A

Xen £ —/MFF K IER A Hypervisor F &, A EANTEN BT £
K100 MEHEFENBER G . BERRLAHATERANEGE CHE U
£ Xen L3mAT (EZRGETH P R 89 F 214 ). X 4% Xen T 4F 2R 1
XH, BAELEEHERNENN. Xen EMNTUAERZULHERLTES
MEENZ B ERTE, ERELEY, EUNERFFLETENEL
THEHRR ENEFZEANE. EUNERLEWATHEIATZM, &
H—IK 60-300 PEVEEEEHYIFUIATREWE TN, L ATETH
RS . BUHBEAKARYEF—6 EEBTHEUNUNE#E, Hiks
Ah—8, F—aEMNEUET UKRE,

H A E Xen B R M EwE 1 TR,

Xen Virtual Machine Monitor
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b) QNX & AL

B QNX R S H R E WAL (Wl 2 Bron) ZET typel LB ER M
WMABEERRF, ATEEEMN. ONX BN EREFTUEEZ MK
BRAXRBIUN, FRLBMBIANE nRIERANELTLRBHYE,
DLR (R % 2P QNX Hypervisor B R AN AT EN A= R AEEE

QNX WAL AT LR 2 AT B o /A, 7 X SR A o B] DL A 35 AT
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H#RIEAT T EHL Host 3y, X AR F ¥ L X #F 2 AN LLE Linux & F 3,

Broad range of guest f ionality ;

A

Runtime 0 i Unmodified

Autosar 0S/RTOS
Adaptation P
“QNX | ~

Momentics

System QNX Hypervisor
Analysis and
Optimization Muh“a e, InterVM aptive
Networking Shared Memory artitionin|
ARMV8 / Intel x86_64

2 QNX FEUHLE24
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c) ACRN JE#IAL

ACRN & — /MR A 2 AR T B & Al ML BRI 7 %, & Intel Bk
ERYITZEET Intel LB ENUREA, B RGEHT Intel 27|
Ao ACRN T UREHXREHE S X, HFABEEA,

SAFETY/SECURITY CRITICAL DOMAIN NON-SAFETY CRITICAL DOMAIN

[E]3 ACRN JEHAHNZE44
w3 Frow, BT IE U AR EH o, —H o ULHEH
Hypervisor Bz, EZF UL W BahZw. R EERT BN M,
Service W ZF — AN Bzhey, HEAEYVUEEFRBREHEXIE.
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%, FEHETRANBENRGER#EH. @ TREBEAN, EHEEE,
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Service 0S 2 & T Linux By, EFHAHARS 1/0 FEWHEZF, TEE
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COQOS E WAL (#nE 4) & OpenSynergy & # H, X AT EM,
WA LA T B389 2 %, & 8 3& 52 AUTOSAR 4,78 *f iz, 55 E 43 it 7 2018
WRET ASIL B & AAEF .

W HTHY COQOS Hypervisor SDK [l 484 2 & 2K Y AL & B AR 74 22,
B /£ —>SoC b B B 24T £ | & 8 1F & 4t LA B RTOS Fn AUTOSAR 3 2030 14,

Appl NS

driver driver
Guest 0S Guest 0S Othe Guest 0S System

Linux Android Guest 0S SAR Supervisor

nter. on Framework’
I
-w COQOS Hypervisor

Boot-
loader

Hypervisor Safety Kit Configuration Tooling Engineering Services till
Development/Debugging mass production
integrat d/mod ed
I 36 panty by Opensynen I opensynergy ] Hardware

[El4 COQ0S REH\ZE44

e) " Z E WAL

Mass-market Solutions Product Scalable Premium
o Solutions

RTLinux Android Software RTLinux Android
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HARMAN Device Virtualization Hypervisor HARMAN Device Virtualization
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oL ven
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515 HARMAN FE 304120844
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