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The significance of chips for the automotive industry

Chip is the core of intelligence
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Security is the core of automotive chips
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China supports the development of the chip industry

FEMWERMA TR O IR, WINEBFmEISE, FSN" RO E. BRSFEIUE, FegRE. Fi

M. BsISERATRETFRNEEZELRESE. MSFORAREEIERER. iR, ATSRESERMSRIEERIK,
BRLIEEK. BSHNEEREL. FACHETESERFEARNISRIEELCKTE.

Automotive grade chips are an important research direction of China's smart car development strategy.

55 B I8 J R T BN AR ge IR v A==k
KIEPER (2021—20354F) )38 41

E & (2020) 395

KFENE (BeESEFCIFiRRE&RE) a%EE]

el (2020]) 2022

Notice of Development Plan for the New Energy
Automobile Industry

o SEHEETREIRIRE A RORIRTT T . REBEMES . FERBRIER
gt BT R R B AL AR G S SR B AR A
s

o SEE R MR EBORBET TRE. BB BEIRI A R BE IR BOR R 56 b
FIRIEAA, SCRFRNVES B A, BF R RIS R A R . RE RRIER
REF G BB RGBT SFREBER, RBEERE T
Fra. mfeEtESEMN. FME5 RIS TLIERE (
V2X) . AZEPAT R G FIZ DB o

Notice on Innovative Development Strategy of Smart Cars

o RPOREIEMBOR . BRI RBEHN A A7 B ZILRIE

SRS, FREEL. FRiETE. EHLREREW
2% R FLIN R B AE AR S5 AR REVR A . SR &
FHMERZ R

o WEPAIZ L TES . HEREEEEAREARIRAY . EE A

HReRE RS, EERRERLm. FeittiE-res- ks
Mk, R REVR R R AR A L SR o

Keywords: key technologies of vehicle-level chips, vehicle-mounted intelligent computing platforms
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Current Status of International Automotive Chip Industry

AECHRRARREERFE S HIREERNEN.

EENEET, SRS CA TS A KERIA21%.

“NTCAS

Automotive chips will become the main driving force for the growth of global semiconductor market in the future.

(5afi: {Z5E5T) SBEFSEHIHEEIRA ESETHHIBHERA {BESLL
20174 4203.9 374.7 8.9%
20224 5426.4 (129.1%) 656.6 (175.2%) 12.1%

[ 471

P EIEAZI1501Z27T<4.5%)

20195, £HREFETRTIZNRLA475(25T, FKEBESFE

BESESHEAISE, 2019F494005€m/%F, 20225496005/ 5F

2022 FHE R FEHIHLI25005%, RFECHTIZAAT50{257T (F12

BEISTEFmATCH#OG95%, XERFCHZEBHEIMZERE (ot
feRkas. RS, =FBRS. KERBE. ADAS, BiZEH) .
monopolized key chips: advanced sensors, in-vehicle networks chips,

chassis electronic control, ADAS, autonomous driving

VERFERNESHERECE (CSIA BIREF iR
IR i3 8 ({2%£%)

O #liEhlsRorEErdZ2Th

The core control chip is absolutely monopolized by

foreign capital

O BAFRESEINEEHES

Technology development ecology is fully dominated
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US Chip Act

(EUFARFIEZ)
Innovation and Competition
Act

(R EHIERT
FSK (FABS) AZ)

The Semiconductor (FABS)
Act

H A B BERIAR Py 4

Domestic and Foreign Chip Policy Situation
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BEEEFRMNFEESS, HE "FACIFESESR" |, &1000{255T
BRI IR
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Standard about Functional Safety and Reliabilit

TR
ISOR:IGZ S 27

N-% B ) i o
2nd 15026262 Functional safety
TC22 [N sC32 . w8 e
g
SIOPAZENCE OIS Expected functional safety

EREMDAZRSE HTHRAIEAZRS IRRETHA

Road Vehicle Electronic and Functional
Technical Electrical Safety Working
Committee Subcommittee Group

ABE

KXEKREEFZERR S (American Automotive Electronics Council )
R T 2% 74 (Reference standard):

AEC-Q100 RZ%: SAE J1752/3 SEHERENNERERF
{ } FT. MIL-STD-883 4 FIRH RAER
AEC

Automotive Electronics
Council

O 1 LA B Tok: JEDEC JESD-22  H3GIHEFRT SN TE

Tobk: EIA/JESD78 SRR RSB
AEC-Q200 Tolk: UL-STD-94 #3043 B SRR B 44 19 5 A 10 ik

Tolk:  IPC/JEDEC/J-STD-020%E A4 45 ik FEL 3R T et 2 A4 AR BE/ [B A AR URR A 7 SR

TR (s Ak Tolk: JESD89 atFMFHM L5 EIFFHBHFRIRENNE
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Standard about Information Security

O EYM3 i Foreign standards

ISO/IEC 11889 FETPMAVE A ESRUMEEFENNEEERRII0EE, HWINAY eI TR RINE IS,
(TPM 2.0) T%’fpl'ﬁe LAR FE 2 {RIFBIOSHHR R FANAS AV EIRLIE.,

ihiudall A TPM-compliant chip must have function of generating encryption and decryption keys.

IVEMBLZERTIAMNEERA T, THEREEIISHT, TEOAEBRERAEE . SR

SHE (Secure

Hardware B0, XMCEERTZES, REsINaE TS R 5X M.
Extension) The realization of automobile network security requires not only software support, but also

hardware support.

HSM (Hardware r—\ EvitafEHSMoO R=1FZ, full, medium, light,

0
Security Module) CUlTo Evita divides HSM into three levels, full, medium or light.
O ERaEKEAtFE Domestic Indirect Related Standards
(FHBE) VIr EOESECEONANEE, RERRELAR, MENESEERS, B EEEE
G ryptograph 1% ey %4?—'“./:\ f)l_lbi;ﬁ'ft\ ) 73'“./171(:'2, EHRER ﬁgQﬁE‘ZE"Jg?TéHE\ Eﬁ&'t&?ﬁ'fio
The cryptography law aims to standardize the application and management of cryptography.
GB 17691 £ "B vinE" 1, BREE T FEOBDRRERRA T EERIZNENR TN, T
. . ERHESRMHBORE RN E 5 \ I 2 [
Commercial Vehicle """ 77 SHPAEEGER 2, | o |
It is clearly stipulated that OBD must use a vehicle-level security chip with a national secret
TBOX . : : ) L :
algorithm to achieve identity authentication and data security.
GM/T 0008-2012 TR BReSRZDAAER, REZER]. TLER2. REZR3.

LI R Z R ER xasnamumen The safety level is divided into three levels.
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Introduction of Standard Project Team Members

A REE{I Members B REE{I Members =B Members

T FEERARRROERA BN BRI SR TR EIRAT KA ()
s e R EIRA T SIS ERATUEIRAT TS RO EIRAT
S T ARSI B AR R IR
A ERK TS ERHERAT HNBE () RABRAS
EENFERIAERARTROERAT | & LSRR SERDBIRAE] i KRR (HIX) BREAE
s ERSERHERAD 2 sEERERHERAT o PGB EIRAT
2 SRR EIRAS E RS2 SR SRBERETL (M) BIRAT
iz Lo S TR IR ) KRR RS L EIRAS BN KB RMUBFRAGRAT
EEANSEERAT BERLGEERA (FE) BRAT ST ERRaRA)
B TR ERAT RRS E EFER AT AR LRI (PE) BRAE
DEFEARIE (L) BRAT N KB R FRAEIRAS

TH H A5 8K E, 10X MRIRTT 5K, S B =Tl



GO 15 B &8 9F Project Description

O s=umprisusTEELERHR

151 B 11X

2021 3B B E, 2021 FE7B iR IkE; The research
report will be formed in July 2021

TXI2021 8 H BEIA R LB T HFREFIETT TIE. It is planned
to start the revision of different types of chip standards
in August 2021.

MRAE LB iR

MRABETHBEERBEBEERNINZAIEFR; Study the overal |
development trend of automotive chips and the domestic and
foreign industry conditions;

MIERFE O A TREERER R INB ML ; Sort out the automotive
chip standard framework system and project priorities;
MRBeEREPOHERGEMINGE, MRESHHAITHL; Study
the usage scenarios, and classify car chips;

SHREC R SEHITAM M, SHAREIMRESHEARZEK, H
BB SRIEL; Conduct research and analysis on the
automotive chip industry chain, analyze the technical
requirements of different types of automotive chips, and put
forward priority recommendations;

MRARLEB R R AREER, FRIEXTSAYMRIR . M 75 A Fnt 2 sk
Study the standard requirements of different types of chips,
sort out the corresponding test items, test methods and test
requirements o

F IR S HEZS

1. BREMBECSEFSUAREM

sadbe B2
HNB=

Research background of Semiconductor Units of Intelligent

Connected Vehicles
1.1 9Zclassification

G(zmgem 2k, &SR, BRASR, F#ESH, BETH,

RERGF, REDR)

1.2 EIVR R &K E#aCurrent status and development

trend of cars

(RIBEFHRKBARE, 7HIHE)

2. FEEEINIAThe status quo of the industry chain

3. ¥iARZEKskills requirement
3.1 IMEBEEKAmbient temperature requirements
3.2 EER£&FE L Functional safety level
3.3 EEBLELEXKInformation security requirements
3.4 XHEMEEIEFRKey performance indicators

4. frEE M > HrStandard applicability analysis

5. frfELiE N Standardization recommendations
GHESR. ZESHRAMESEL’SE)

(Compute chips and security chips are priority

implementation directions)




@R 15 B B#RE X Goals and Significance NTFAS

BN IE\WE*I]_‘ GOa|S
WESECHRINERR &k MBHESR, BESFECHITEESR,
ARESES R ERIEIESR

Sort out the automotive chip standard system and project priorities, build a
framework for automotive chip standards, and sort out the framework for

future automotive chip standards

—. IMBAZEXK Claim

1. INB&WLEY: HRIRE Project output: research report
o TINFRECHBIESK Industry demand for automotive chips
o INHAREMXIRIAIMA Project planning and technical status
® A ERINE Standardization recommendations, etc.

2. BJEHEI time plan
20217 B¥lzRiRs, M IT{FARICHR

Complete the report in early July 2021 and report to the working group

e

-
O

& X Significance \
PRAMSKZE S AR s R B BR

Make up for the lack of automotive
chip standards

HI A PR AN iR E IR S b v
7% b

Accelerate the implementation of
domestic automotive chip standards
through this topic

R HERI ] e AR AR T3
Provide technical support for the
formulation of standards

bR HERR A BRI L

Propose reasonable suggestions for /

the standard




HEENMECSEFR MBI ERERKEXSNESES
CEXND, A

Summary of meetings

RS S ETE] SWHEXAS
number meeting time Conference related content

202153828H

1 TEBEF—IR&IN The meeting conducted a preliminary discussion on the research report

SWIAFIRSIEZRHIT FIE1T1E, FHEE SRS TRNET R

(4 Suzhou) framework and determined the time node for the research report.

20214E45 205 SRR RIBEAE £, i)‘&a‘ﬁ)j%ﬂi%ﬂ: &P\Ja HTEIXITIE, IREENM
T TIESFIMAK, FRIEEI(E#H T 7 RS
2 TEASEZIREY On the basis of the first submission of materials, the meeting discussed the
(53 Ningbo) research report framework and content again, the report structure was modified
and optimized, and the follow-up work was sorted and divided.

2021555208 SIS — IR S WA TING, TR AR

3 THEBRFE =RV Discuss the content of the first version of the report, mainly focusing on technical
(K32 Tianjin) indicators.



GO FrfER RHESR Standard System Framework -NTCAS

I ISEFESMBMNAIDZE2E Classification of automotive semiconductor application scenarios I
Gk | : s ekl RBInE T SEMEEK
Reliability ;é*ﬁ.\*] gﬁ %ﬁ %‘E ?g)_.:. gﬁ %ﬁ BiitgiE

MEERSe e DCDC

Functional Safety

[ER%E2

Information Security

B35 i
K IEREKey

Pl E
Performance Bt 753

o B
o Il HEENE. DRt e. BRI E=ZRKBEENRG I HED RNEIVERHE, WRAVRAE BB =S, BE,
BRATEEPERRAESL (AEC-Q) , YA TEGIIR 48 v B FH 3 S BE SR AN B 11E 7 Vs
® I ANEIRN S ARG o Yy W A A R] SEPE MRS TR b, PRI A AR ISR T, AT DM E N = RS
PRTEERI AN FE o IR 58 BE VRGO P A A &R
Through the analysis of the safety and reliability test verification methods of different types of chips in subdivision scenarios,

the universal test verification methods are extracted, which can be used as a supplement to the three pillar standards,
reliability, functional safety and information security.

meezesk [
ElitsE |

[EREEER




GSSD, iR &E4ESR Research Report Framework ~NTCAS

Research on Standardization Requirements for Semiconductor Units of Intelligent Connected Vehicles

et L1 ARESRTE Automotive chip classification
e Research background —— 1.2 RF SRR Current status of automotive chips
% -~ 1358 RH AR Automotive chip development trend
Ny 2. PR EE R o 2 N ETRE R Industry analysis
$ Industry chain analysis
B —— 3.1 InEERE Functional safety
ﬁi 3 AT —— 32 5EB%Z%E Information security
% _>Technical requirements | 3.3 AT Reliability
J.
1{%‘ — 3.4 % BEIEFR Performance
1 4. MBFREEHMSE S — .
1 — Applicability analysis of 41 2FFx Existing standards
;?é s — 4.2 I BrRE ) Issues with existing standards
?%: 5. BRI - 5. RESSHEL R R Standard implementation priority

Standart S nations — 5.2 frAEEIN Standard recommendations
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Classification and application scenarios of different types of automotive chips

PR - -5 EX =30
Pl MCU(microcontroller unitfaizdlzs), NFRERHELTEHL(Single Chip AEMEMCUNAZEE XS, W16MCUE
Microco MCU Microcomputer )&EFER R, SIECPUSTRERE. 11288, USB. A/DEHE. UART. | BTFahHRBSKEREH, 32(uMCURTEF
ntroller PLC. DMAZFEDEOZESHRE—OH L, EREISREEHES, RIBEURGCIEEZEN | ADASIOEE. MCUAMGEET#eeRE, T
unit BH. —MRIZCPULNBEEHREREIS /8. 16F132(UFEISMCU, WRHZE,
CPU (central processing unithsifbifes) ETDERKSUREN, EESFHEDE, S AP SR A A AT 2
CPU | RESHIGTIS, TS SIS RN, ERTAEEAE BENY S URLR S ECIE R MIZCE. IRt
TES. ) o
GPU GPU (graphics processing unitEfizehi2e8) XRERzl. MidbiEss. Bt A, | GPU—RESENREZOEIELNE. BfER
B—MFEMEGFIERERIZE TS, FOAIDMEFES .
HESH | | DSP (digital signal processing#=ES4bEE) THE—KHEBIIHFESLEY | DSPAAT S ENEBEIHEFIRERSES
Computi BERSERITECH. K. AR,
ng chip
FPGA(Field-Programmable Gate Arrayel4miziZiE 10451), R—FalEEcF, B = s =
FPGA | gt DB AT RBE, BT aERAAEE, FPGARTRERAMREEES.
. . \ . | NPUEBTFISEBEARIIMERFIIIRE,
SRR = SRR EEE AR
NPU NPU (neural network processing umtﬁélx—)él,n%ﬁ%%) ' ZEE?@,%IX—XL:.#/F?DDJE Ql\rj—:@ﬂ@p\]%*EAﬁLy\—xE' ﬂﬂiﬁ%ﬁ %mﬁl/\/{&;ﬁ&

RUFTEIMIERS R, B R RAEIERF T EEREIRIT.

FIER. KFERE. HUDFHFIIRE,

“NTCAS




PEMERFESH P RENHAR(?2)

Classification and application scenarios of different types of automotive chips

“NTCAS

oA

DR em =Y )
o | MBI EIEEG SRS, SESE LR, SHYS/ET, SR Asgs | D, SR HEIRARA, iRt
s | e SRR, B L SEERIEGL, EEL. MR
R ° L. MRTESL. RS
B OB AR BRS A TA
gy | AR TRUINEN—CEE, IEATEOEIEATNS. SRR | B BENUENEEERUR, MR
| G B EEATIERALEES, SRS, IRIOR3DRIE, MR MOCERA, KIE
B, 3DRIE.
ey | ENEEAR M TEERKRRTROELRNE, BAEERYBORnTE, BERRES | L2 O SRR, (SIBERR b
AR | esiEsme, RERSTESOUBFESFEFHIRNE. EEaRER. sl TR
ey [E=P =L
b BEREARIRERE, /s SUEERLE AR A RS, BT
perce | ZESMBRR | iEATth, (RS —MICKSSIMES RGN, NNGAIE, BiE, MRESME, | MM BENEL, SEREUE
otion SIS, POBIRTT, fFHEES, RSN, AL,
chip TS BT G BRI SEETE 20 AR TUEEHR S, TR, | oo op 0 g e
OIS | ST, CAEEHHMEEIRAMONE, SATCEEAR, MINOINEATRE A B | e PO IR,
FERSIER, JERRHA700~1070nm, t
o | DSNE DRGSR, FECOUR LAV08, ARSI, FRGRTREES | Bk RS Hae, h
9T 7 Lo, =
EREE | GRBEakn e h R BB, BN, AR
RIS | BIRTHRIINE, FR—RRAARRINRE, Ll850nm, 940nmgKES RIFB: B ARIRE, ERREE
MU__| B B = e G L R S o s SHERRBIME, s
BN | SRS e RE EIE, AN
BE | Ao aErmn o i S i T BB
BE | SRR A R SRR R E S I B
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Classification and application scenarios of different types of automotive chips

“NTCAS

j s 3 e
B SHE/ZENZESE (Static Random-Access Memory, SRAM) £fE et ot B G N —
5| cray  |NVEEEESN—m, BN BY . RExMGREREREEE, |TIEEHCHEG BT TRERIRIIEHEE,
p SEEFSIER TR, 24T, LEBDHRHSIRT, SRAMBEE | bormaiyocnt ot ! L
- HOSRER A B REHES S,
7 Dynamic Random Access Memory, BIZZSBENI/ZEZ(E2E. DRAM
1 Drav | ECESURSRGHRTIAL ATIRSHIE, DRAMIBFIEETRRE, ALl | DRAM—RAIFRRISTINENE, MESECHIEEN, /2
= VIR —ERRIARI (refresh)—k, WMBFFMEMTTEERRT, FHE | TADAS, EERFRR. SRXERLEEFHE,
EHEEECHASELLTR.
SISTEE A IR i MR ER AR E BN | e pzore e o \ ‘
7_1‘% ROM %go _E%}ﬁgﬁii{g%jiﬁﬂg&o MASK ROM_EQ%?%'%E{%E&B@@ ])ﬁg*ir%@mz_gﬁ’]}jﬁﬁiﬁml 1§U§DECUB’J§|%|Z1tﬁg (BOOtloader
b i, FRFFEHABEEK. e
Mem ot |EECRUTIGRGIER IS, —RATAROBIEIRE, | D LA S, tndorement key S NS ien. SOk
A e G INE NI B R G o S TR S SRR
7 —FE T ARINOREIN, LIRS AR R A T R LB X PR ST
K| | ey | 28, SUSSET TSRS HPITP eXecute n | (01 Ca T AR REEEEEE SRR, SRR
1 pr Place), AR, BE—RE, BTEE—LATALAFINERE. sl ATV,
, (@) = = A% \ \ =
B | M | NAND | —FRETEBIANORIN, LIS INERETIERIHETTHE | (oot 2 1 Lol ¢ NAR s i e Bt PO E
FLASH | , NAND FLASH7ERZFISRY B]4YSLC. EMMC, UFS, SSDE&K, TUTHISIR R, ST O B T TSRDS
R, BALRSH ISR R A,
ERFINEHIRT. ESREIER. RN (RDL) | BrEsEHED
EEPRO | EEPROM—E2ISIUbyte SR RS AURIEBIIIEBACIEIPRESS, H— | RSt (ABS) . FEZNENIREME (PAS) . SCHEIMBRIZG:. BFA
M | BETOBRERHTRSRENRIBNREIE (—RAKBES)) . 2 SSESE. (ERRG/SH. ENERERR. S/ MIHEEN
SR TR AT XRIEE, BT 2N,
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Classification and application scenarios of different types of automotive chips

“NTCAS

oA

st ESiS EX =4
b ES
EFRARTEMEAEN19945%, ERMAERIRIEFIEMDEA
B2 | BRI, R REBESERATT %, RBERENREANERN | BT BB E R BT KRR AR FRTE s S S B
) gﬁ—zﬂzﬁ—%mﬂuu (FEEY) |, DBRBFEERRSNBRFR | KA
g EX: Wi-FIiRTERENRES, B EMRWireless Fidelity, XL | FREHTEWIIAREGRLSRAMNRE, LMREFRHLZLIR
B | wip | BPENZIEEERE "RERAMAME | LRER—MELIAE, R | #5517, FRHIZRREZEE TR RERIERMEFE, #E0S
10- BRI, SEFRA—H, BRTEDAEMHRETMER | MARBARRNEMEIRES, Sit— SR s T Ein AR 4
15 RORERERS TR, . FISEMERIMILKIESRIBESD.
m
185 R EATVXBENERRASEEREEBE (dedicated short (1) #&EH: AR FASRPIRIEFPOMEBIERESE AT
S vox | range communication, DSRC) HAMEFIEELIBEHIHIC- , REuSSTASETIVEE. BEENITINEE. (2) EEA:
Com | » V2X (cellular vehicle to everything) AR (B#ELTE-V2XF15G NR- | ES5EFREREERE, HIWERZSWSIENIESAREHER. 7
ml:,”' AN Va2x) . REEE. EERREH, #1177 /RO EIEE,
catio
n WEEMNEK, F5, KR, REMENERRESERNNFECURESE
chip 15- 180, CANFILINZRZERIB(SNEEBSEI TMOST, FlexrayflLAKKM | FHISERNNBEEBSMARESE—RE, LUSRIRRNET
10 | B | SHNSEimErIhge, LABENARNE KIIFREEMMNSERETRE. | MCURRXHERETSoCRIMK, LARFELAIARRRAPGLIAR 3%
Om MBHRERE, MEEIEAEERANMCUKCIZSHAMNX | HEEERNKERIIBOME (PHY) |,
S —RIEIEBLTLEENA, RiITBRERAAARAEHERNEE
>1 REVELIERE, KREFMESEBEE (BRER20us, EIMELRLR: | SN IR, MRED, EREE, TSN, €53
00 | 2 |ABMERNSE) . BELS (EOEMBENT1us) . BaFE (BIFR (N, AEAENE, FINENRE, THRNA: Zeehtt, FET
m =7T99.999%) . B%E (RIREEREMF) MEHA CHFLER | ERN, BithEES,

WSEHEERE) .
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Classification and application scenarios of different types of automotive chips

GRS NS

ThHO% | %R EX k=3,
DCDC | TRRIHEFIRRIR, ATEREERR, FEABuckE, boostAl, buck-
boost#,
LDO | Low dropout regulator{fEEZ&MIRERIR, FATFEREE.
Power Management Unit, #X3FLDO, DCDCEINRLEFEERIEREIES: Ei;g%ﬁg%gggi?ﬁéggﬁg%gﬁggﬁﬁu
I PMU |, aI%EEI M, SMIfFER, SKLDO, DCDC, TiEitEFasiiEmtna e e o S 2 e
BETRS A EERIO. CAN/LINIESE. Splas DDR. eMMC, MCU) R9{ftEs; BTFBEENZEE
Enﬁrgy HARPGIE v TR HEXRSRITE.,
chip
T B B GRAT SRR, BREEE N o s
BMS %%;Eéggf@%—ﬁﬂﬁu# ' @*E;EEEEEETEH-(& EE;EEEE*EH& {%yﬂ E‘%\ ?’ E:_FE}EEI = JZII-%:IFE , @ﬁﬁ?%ﬂﬂ%ﬁ%éﬁo
Insulated gate bipolar transistor) #EEMXNRERAE, EEEERTRSE L e A Ve i e At
Anbir g HESEE - (=) £ N E%F%ﬁﬁ’b‘#%ﬁgl M}Eﬁ:.l:d‘ﬁﬁblﬁl_bilﬁl}i%?ﬁﬁyu
IGBT ﬁg%%%gﬁ%ﬁﬁ%ﬁ MOSFET (SRR GTR (ROGKE) BESBE | i o R AEF.
LURSTRSHERER, BHTESAERL. IRERRE, WEMEEIRZAI IR T e Ao o o e (S
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The status quo of different types of automotive chips

AR (1)

e RIEED R 5] BEMNREE | MMEREREZEE EibiE
BEHls A MCU K 40-55nm 65nm
CPU 1K 7nm, 16nm . 28nm
ITESH GPU 58 7nm. 16nm . 28nm
Computing DSP 39 12-28nm
chip FPGA 3 16nm
NPU i 7-14nm. 28nm
ZEHMR th
MR H
FINEXRE i
EINEREIR 155
B A EHMT b H
Perception FEARANT i
chip FRIES =5
=SSP ai
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=3 aa
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DR F RS DRAM o (& 20nm EJ10nmzja, —fZAR10nmERIE, =8
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Memory chip Flash NORFLS" " B | Fashniperesnma R BRI
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The status quo of different types of automotive chips
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5 3 Ly 28nm
%¥1E5r1n0 UWB 28nm
41 NFC 40nm
B1a15-100m 28nm
%2> 100m 12-28nm
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chip .
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The development trend of different types of automotive chips
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B AREFHIESHAKEIEIRE K Key indicator requirements for different types of chips .

R ThEED 2
Chip function
classification

RRinS

Application scenario

MIRREER
Ambient temperature
requirements

HEREFRER

Functional safety
level requirements

EEREEEK
Information security
requirements

Kigatn

Key indicators
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Standardization recommendations

-

B4R - EHICR\SHEEHTROR. 220 HREXRRELR
First priority
 MCU, High-performance computing chip and security chip

\_

BIRTER - BECH. FECHERIVELIR

SEEITE [ « Communication chip, memory chip

B=7%R - BRIThH. 8RO R ERIRAEMIN
Third priority  Sensing chip, energy chip
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Standardization recommendations of high performance computing chip

SEsTECHREAERSMRGE: WTECHRIEHED. RAEK. 2. MeSEAEREBAERSMAGE
Propose technical requirements and test methods from the perspectives of computing chip hardware interface, system
interconnection, security, performance, etc.

EHSRA

Hardware and FEHHED: SFHERERTIRRIZEOER, SERSEERLSSNNGESE

system © RAER: WEIPERREEVREEEES, MBASILERIEE. SEsHE. NEERS
S C MRS, EERD. TEDHRSEHECARABR ST
Safety C NEBZENR: EEER. SHRSBNRLE. RoH RaRehiEns

g HECRMRETFNITESIVE (AIAMERE. BIRE. IDFES)
Perfor::l:a nce ° LAAIEREABI: IBESD (TOPS) AEMEERTAICHERE, NERMEMN. TEHEGISE (a0
R, W, FiE. BiARESER)

izt - HECRUN. FMER: 8RR, TRUAES. TSR, THUGE. TElRES
Test - LUER%ZREAN: B3R RTEMETHNER. TUmES
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Standardization recommendations of security chip

W GER) ZERRELRHBZERARAEEZRERRNEA

Hardware-based security tantalization is the key component for the automotive cyber-security

HWETRERZERFENEME ZEEH;

The foundation to build a complete information
security system is security hardware.
HZEEHTE, WEERE ERZEER;
Start with security hardware,we should build a
bottom-up security system.

E SR Z 350 B B R = & T
There’s a lack of hardware security specification
for the chip hardware level in China.
FEH|EOEM. Tier 1PA K HAMAIMILEFA
W H 5 THEAES MNAKRESHE;

It is necessary to formulate specifications and
labels that are recognized by OEM, Tier 1 and
other relevant practitioners.

e B RINED AN 220 inE.
Develop security chip standards covering the life
cycle of automotive chips.

~NTCAS

Secure Network
Segmentation

Secure
OnBoard

Communication

Secure
Platform

Domain Separation
Trust Zones
IDS/ADS

AUTOSAR SecOC
Ethernet Security

Secure Boot

Secure Hardware Element

Secure Update / Diagnostics

- Applications

- Flashware

Separation / Isolation
Memory Protection
Scheduling Policies

-  Access Control
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Standardization recommendations of security chip

£ FAR L I SHER

Archltecture and recommendations for the hardware-based security standardizations

® bRt B LS Ml A EE TR Y 22 2l et S N AR, AT SEIUREA ORI BV AR B % R Gt

® HriEVE RIS R T AR B A o A A SCRF AU O<  A THRE O e B, AT A 2 v g 2 2 A
P % EIBIT L

® frfERMStandard architecture

> BETHGRERZEIRE Security - . N S
environment based on hardware security ) TR ORI 2 5 "

> BEEHOHREGBRRNEGZE Safe environment

Hardware security covering the life cycle e I
of in-vehicle ChlpS ;[AHE:‘Z:I/LEE ﬁéﬁ*ﬂﬁﬁ” <jJ|] (AN %*F#)
> HAZE®HR: FARY . FHEE. & s

Security Mechanism
EZESML. BEYSERSE. Re80. FertipF
SEE. "ﬁ—'ﬂ—'ﬁwﬁt _ Basic software

General security requirements: key

protection, key management and so on TR g e (WS E Physical abstraction layer )
> REFHCARLHNFMA) Security

classification | Ho At g 20 1 B A2 4 2H A

> SLRI N A7 Typical example Other hardware components Hardware security components

745 (Firmware)
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Standard Classification Recommendations for Automotive Chips

R SN A A

Number Suggested name Specific contents

F—HhaeR: EREH. BETECA R, BUFE —#®IFRFEA

T1E;
First priority: MCU, high—performance computing chips and security
AL L FKEZE N chips, it is recommended that the first batch of standardization work
1 Standardized priority |[be carried out;

recommendations B_MHAERK: BEXH. FHEH
Second priority: communication chip, memory chip
FREK: RS h. BIRSH

The third priority: perception chip, energy chip

R AR S Bl: XREX. HXARE., BERRE. RAEX WEAFE. TERREX
2 Standard content eg. Chip definition, related terms, scope of application, technical

recommendations requirements, test methods, work results requirements
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Classification Recommendations for Automotive Security Chip Standards

Asymmetric security algorithm

F A FIndex item @Al %Basic M EE 2% Strengthen # 52 2% Enhanced
TN CPU / ¥4 P4
Safe solation | # & storage M& 5 B2 17 Y ST T AT E R
A 2k (FlSM2/RSA/ECC) / SM2/RSA/ECCZE > —F# | SM2/RSA/ECC £ 2> H #+

Resistance to vulnerability attacks

REBMEHE | xtarz s (FlwSMA/AES) 5t ¢ 4 7 SMA/DES/AES E | %¢ 4K B 3£ DES/AES/SMA | %4 #F & % DES/AES/SMA &
Secure Symmetric security algorithm /b — Fi i /b7 Fb
hardware
algorithm B ] A

BUUSE (FImSM3/SHAn) AACRC £ 47 SM3/SHAN/CRC £ 47SM3/SHAn/CRC

Hash algorithm

FREALE & A& 28Hash algorithm ZHh—A ENRS E
LA (AR RESD : s TEMEFEE. NRE R
Safe storage (Encryption and access control) / XA ERIREE . TEEARI
Za R (BaEh) Py R Bk A
Safe start (start self-test) / RexeRa Bl AEzReRHER
FRBUAE CWEAE, FEAKAE. EARED | _ I
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